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DEBRA W. YANG 
United States Attorney 
S T E W  D. CLYMER 
Special Assistant United States Attorney 
Chief, Criminal Division 
ELENA J. DUARTE (CA Bar No. 168817) 
Assistant United States Attorney 

1500 United States Courthouse 
312 North Spring Street 
Los Angeles, California 90012 
Telephone: (213) 894-8611 
Facsimile: (213) 894-8601 

Attorneys for Plaintiff 
United States of America 

1 UNITED STATES OF AMERICA, 

UNITED STATES DISTRICT COURT 

FOR THE CENTRAL DISTRICT OF CALIFORNIA 

Plaintiff, 

l5 I1 STEVEN WILLIAM SUTCLIFFE, 

j GOVERNMENTI s STATUS FILING RE: 
) ELECTRONIC DISCOVERYL 
) DECLARATION OF ELENA J. DUARTE; 
) EXHIBITS: PROPOSED ORDER 
1 

Defendant. 

l9  I1 Plaintiff United States of America, through its attorney of 

16 

17 

18 

20 record, Assistant United States Attorney Elena J. Duarte, hereby II 

) 
) 
) Trial Date: October 7, 2003 
) Time: 8:00 a.m. 
) Honorable A. Howard Matz 

21 11 respectfully files its Status Filing Re: Electronic Discovery. 
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This submission is based on the attached Declaration of 

Elena J. Duarte, the attached exhibits, end all files and records 

of this case. 

DATED: September 29, 2003 Respectfully submitted, 

DEBRA W. YANG 
United States Attorney 

STEVEN D. CLYMER 
Special Assistant United States 
Attorney 

States Attorney 

Attorneys for Plaintiff 
UNITED STATES OF AMERICA 



DECLARATION OF ELENA J. DUARTE 

I, Elena J. Duarte, declare and state as follows: 

1. I am an Assistant United States Attorney with the 

United States Attorney's Office in the Central District of 

California. I am the attorney responsible for the criminal case 

United States v.  Steven W. Sutcliffe, No. CR 02-350(A)-AH', 

currently pending trial, as well as all related litigation. I 

make this declaration in support of the government's status 

filing re: electronic discovery. 

2. On June 4, 2002, I directed the mailing of 

- 'CDs") to Hilary Potashner, Esq., coul~sel (at that 

time) for defendant Sutcliffe ("defendant"). (See Letter dated 

June 4, 2002, attached hereto as Exhibit 1). These CDs contained 

information from various Internet Service Providers ("ISPs") who 

had hosted defendant's website evilgx.com including ISPs 

AboveNet, Hosting Solutions, and WebGroup. These CDs also 

contained multiple downloads of the website evilgx.com, captured 

at various dates from the Internet by FBI Special Agents, the 

Beverly Hills Police Department, and - an employee 
of Global Crossing. The charges in the indictment were based on 

webpages contained ‘'k:- these downloads. 

a r~ resentative of Ms. Potashner 

which' 

'Two of the IDE drives were unreadable and two were extras, 
thus four of the IDE drives provided by the Office of the Federal 

(continued. . . ) 



iisks, and 29 floppy disks. (See FD-302 report dated 7/31/02 and 

included receipts dated July 29, 2002, attached hereto as Exhibit 

4. On p directed the mailing of two 

additional CDs to Ms. Pot ner. (See Letter dated August 5, 

2002, attached hereto as Exhibit 4). These CDs contained 

information from ISP Yahoo! as well as another download - arked "GX Back-up" and "Paul Carpenter'' to Ms. 

Potashner. These two CDs contained downloads of evilgx.com on 

various dates, made by Beverly Hills Police Department and Andrew 

Ramsey, an employee of Global Crossing. (&- er dated August 

9, 2002, attached hereto as Exhibit 5). On 

directed that a floppy disk received from Intercosmos, an ISP who 

had acted as defendant's host as well as registrant for a period 

of time, be provided to Ms. Potashner. (& letter dated August 

19, 2002, attached hereto as Exhibit 6 ) .  

disclosed to Ms. Potashner a CD containing a copy of the 

Department, 

websit1 >rovided to me by the Los Angeles Police 

Locate 

1 ( . . .continued) 
Defender were returned unused. (& Letter dated July 28, 2002, 
attached as Exhibit 2). Additionally, I have since been informed 
by the government's expert witness that one IDE drive and one 

'dm d~fen- 
ta. :xpert, one of t 
me a 

' 'Om- 
int, .lo data whatsoever. 

elieve that of the 10 hard drives 
provided by me to the Office of the Federal Defender, only three 
IDE and one scsi drive contained relevant data. 



- I released to William Harris, 

at that time, 'I 
removable media seized from defendant's 

(See Letter 4 

1 

6 dated October 20, 2002 and i i - l l~A=;  Y 1-501  1-m- , attached I 

- 

7 1 1  hereto as Exhibit 7). 

documenting this disclosure. 

Y ned to defense. 

10 o -LO Mr. Harris in 

11 court-createa ~y the government's expert witness for 

12 11 possible use at trial. (See Letter dated November 22, 2002, 

13 attached hereto as  Exhibit 8). These CDs were created from I1 
14 copies of the electronic evidence seized in the search of 

15 defendant's computer, copies of which had previously beel 

16 11 provided to defense. See Exhibit 3. 
- 

17 directed that Mr. Harris be sen 

18 G r t  sm the material taken from defendant's computer. (See 

19 Letter ted November 30, 2002, attached hereto Exhib 3). 
- - 
Mr. Ha 

represc :d copi 

See Letter dated January 13, 2003, 

attached hereto as Exhibit These trial exhibits consisted 

I a m e  , 

however, I ve an inc 
items to Mr. Harris ahu Jr. 
transcript of the hearing on 

,..is letter; 
sry of providing these seven 
referencec tk""" 't""" 4 "  tl-,e 

nuary 14, 20C 



~f selected webpages created from downloads of evilgx.com 

3reviously provided to the defense. Exhibits 1, 5 .  

7. On January 28, 2003, I directed that a letter be sent 

to Gregory Nicolaysen, Esq., who had recently been appointed to 

represent defendant. I attached copies of the 31 previously-sent 

Iiscovery letters and discussed some specifics of the electronic 

3iscovery provided thus far, including clarifying the issue of 

"missing" CDs first raised by defendant and Mr. Harris on January 

14, 2003. (See Letter dated January 28, 2003, attached hereto as 

Exhibit 11.) 

8. On Saturday, September 27, 2003, I confirmed with Mr. 

Nicolaysen over the telephone that he was in possession of copies 

of all of the electronic evidence previously provided by me to 

the various defense attorneys in this case, including the hard 

drives containing the contents of defendant's seized computer, 

and would provide that evidence to David Reed, Esq., defendant's 

newly-appointed attorney, on Monday, September 29, 2003. For 

this reason I did not immediately take action, other than 

anticipatory action, on this Court's order to me directing that 

the government recopy all the electronic evidence previously 

provided to defense in this case. I did, however, ensure that 

the FBI was standing by to copy the evidence as necessary on 

Monday morning, should the transfer of evidence not occur as 

expected. 

9. On Monday, September 29, 2003, from approximately 10:45 

a.m. to 12:00 p.m., I met with a representative from Mr. 



Jicolaysen's office as well as with Mr. Reed at my office. AB I 

,bserved and assisted in categorizing these items, the 

representative provided to Mr. Reed what appeared to be all the 

items referenced in this declaration at paragraphs 2 through 6, 

above, with the exception of three CDs that appeared to be the 

~hree CDs defendant had earlier declared to be 'missing." (See 

kcl. 5; Exhibits 7, As stated above in paragraph 5, I 

3id not keep a copy of these three CDs when I gave the originals 

to Mr. Harris and do not believe these three CDs to be of any 

widentiary value. 

10. Although I was not able to view the contents of the 

hard drives, CDs, floppy disks, and zip disks that I witnessed 

Mr. Nicolaysen's representative provide to Mr. Reed, it appeared 

from their number and labeling that they contained the electronic 

evidence I had previously provided to defense as outlined in 

paragraphs 2 through 6, above. Thus I did not instruct the FBI 

to re-copy the electronic evidence, as I had just witnessed Mr. 

Reed take possession of copies of this same evidence. 

/ / 

31n addition to the referenced items, several additional 
items of electronic evidence and what appeared to be electronic 
work product (although I did not view it) were also provided to 
Mr. Reed. 



11. It now appears that Mr. Reed has been provided with 

all the downloads of evi1gx.com in the government's possession, 

including those captured by Andrew Ramsey of Global Crossing and 

those containing the evidence of 'context" referred to in 

footnote two of the government's opposition to defendant's motion 

re: reconstruction of the website evilgx.com. 

I declare under penalty of perjury that the foregoing is 

rue and correct to the best of my knowledge and belief. 

September 29, 2003 

J. DUARTE 

I 



U. S. Department of Justice 

United States Anornq, 
Central Districf of Calvornia 

E l m  J. DuarIe IS00 United Stater Courthouse 
Assinnnr Uniled Stoles Arrorney 
Com~uter Crimes Section 

312 North Spring Street 
Lor Anpeles, California 90012 

June 4,2002 

H i l q  Potasher, DFPD 
321 East Second Street 
Los Angeles, CA 90012-4202 

Re: United States v. Steven William Sutcliffe 
Cr. No. 02-350-AHM 

Dear Ms. Potashnw: 

Enclosed please find discovery in the above-entitled matter, consisting of Bates-stamped 
pages 01037 through and including 01205. These are copies of documents including: a search 
warrant and related documents, previously under seal, related to the evil@ website; additional 
screen prints of various web pages fiom evilgx.com; various FF3I Form 302 reports, including 
materials provided by the Beverly Hills Police Department; materials provided by various web 
hosts; and information on Sutcliffe's conviction for disturbing the peace. If you have any 
questions, please call me at the number above. 

As we have just received our stipulation regarding non-disc1 
evidence signed by the court, enclosed please also find the following 
respectively: Hosting Solutions; ABOVE INC. 411 1/02; The Web Group Copy 4/4/02; 
Preservation of www.wvilgx.com 10/6/01, 12/7/01, 12/12/01,2/28/02,3/5/02; Preserkation of 
www.evilgx.com 3/28/02; Global Crossing Backup; 12/12/01 evilgx.com; and evilgx.com sent 
via e-mailPaul Carpenter. 

This electronic evidence is referenced in the various reports already provided as 
discovery, however, if you have any questions please feel fiee to call me at the number above. 
Please remember that in order to receive copies of the electronic evidence seized in the search 
warrant, you will need to provide me with blank media. 

EXHIBIT 1 



- The enclosed materials and any future discovery provided to you which may exceed the 
scope of discovery mandated by the Federal Rules of Criminal Procedure, federal statute or 
relevant case law is provided voluntarily and solely as a matter of discretion. By producing such 
materials to you, the government does not waive its right to object to any future discovery 
requests beyond the ambit of its legal obligations. Thank you. 

very truly yours, 

DEBRA W. M G  

Encl. (1037-1205; 8 CDs) 



U. S. Department of Justice 

Uniied States Anornev 
Central District of cni~ornia 

Elena J. Duane 1500 United Stares Courthouse 
Assistant United Slates A~lomey 312 Norlh Spring St& 
Compllrer Crimes Section ' Los AngeIes, Calfomia 90012 

213-894-8611 
213-894-8601 (racsimile) 

July 28,2002 

Hillary Potashner, DFPD 
321 East Second Street 
Los Angeles, CA 90012-4202 

By facsimile: 213-894-0081 and U.S. Mail 

Re: United States v. Steven William Sutcliffe 
Cr. No. 02-350-AHM 

Dear Ms. Potashner: 

This letter is intended to cover several topics, including: the immediate availability of 
y3m copies of the electronic evidence; expert notification and attached qualifications; answers to 
your requests by letter dated July 18th; and an update on the status of remaining discovery items. 

F i t ,  per my earlier letter to you dated July 23,2002, and the phone messages which I left 
for you last Thursday and Friday (July 25th and 26th), I wanted t 

of the electronic evidence are ready for pick up. d 
which will have to be returned to the FBI to be r 

case; we can talk more about this later), as well as copies of the removable media and the extra 

T v e  6ese items picked un ~ersonallv and not delivered inter-office (due to their sensitive * 

nature). If you would like me to arrange for the agent to deliver the& to you the next time he is 
here, I will, but I am not yet sure when that will be. Please advise and I will assist you in any 
way that I can. 

Second, also on the topic of electronic evidence, this letter shall serve as preliminary 
notice per Rule 16(a)(l) Q that I have retained William Siebert, of Guidance Software in 
Pasadena, as an expert in Computer Forensics for this case. A copy of his CV (qualifications - 6 
pages) is attached. 1 do not yet know to what he will testify, or even ifhe will testify, as he has 
not yet completed his examination of the electronic evidence in this case. As soon as I have 

EXHIBIT 2 



Letter to Hilary Potashner 
July 28,2002 
Page 2 

some idea as to what his testimony will be, I will provide you with a summary; of course, you 
will also be provided with any reports generated by him as soon as I am able deliver them to you. 

Third, in response to your letter dated July 18,2002, please note that our office did not 
receive the letter until July 24th. As for your requests for 1) "all attorney-client materials seized 
during the search of [defendant's home] . . ." ; and 2) the "grand jury testimony," my response is 
as follows: 

1) The FBI and this office have just completed the review of the electronic 
evidence seized for privileged materials and have concluded that, as far as the materials lend 
themselves to preliminary screening, they contain no privileged communications. I will advise 
you if that assessment changes as the analysis proceeds; at any rate, you now have access to 
complete copies of the electronic evidence and can make this determination for yourself. As for 
the seized documents, the FBI recently provided to me a box of potentially privileged materials 
for review by this ofice for attomey-client communications. An uninvolved AUSA has not yet 
examined the documents. I am informed that these documents are the "legal documents" 
specified in the Receipt for Property Seized (Bates 88-90) at numbers 8 and 12, which you and I 
did discuss telephonically, as well as any other potentially "legal"documents that the FBI 
screener found in the seized items. As I suspect that these documents are filed documents from 
litigation in the KillerCop and Global Crossing civil cases, and are not actually privileged 
communications, I will not return the originals of these documents to you until someone &om 
this office has looked through them. However, in the meantime, please let me know if you 
would like to come and look through, or even arrange to copy, this box of documents and I will 
make it available to you. Ifthere are indeed privileged documents in the box, confirmed to be 
privileged by an AUSA, you may have those original documents - but right now, I do not have 
that information available. Again, please call me if you would like to go through the box 
yourself here in my ofice if you do not want to wait until it is screened. 

2) A single special agent testified before the grand jury in this case. It is my 
practice to turn over grand jury testimony a week before trial, as Jencks material if the agent is 
expected to testify, and pursuant to a Rule 6(e) disclosure order, not a motion to unseal as 
mentioned in your request. Please let me know if you have a pressing need to view the testimony 
earlier than that and we can discuss your concerns. 

Lastly, please be aware that I am in the process of going through the provided discovery 
and any other materials which could potentially be used in trial with the agent in order to 
determine that you have all the discovery now in our possession (all that which is in discoverable 
form, of course). The agent is coming in this week with some ISP records and logs, as well as 
other items that have come in since the inception of this case, and I will get copies of those items 
to you later this week as I receive them. I anticipate that as I talk to witnesses I will gather more 
documents, which of course I will provide to you (as required by the rules of discovery) when I 
receive them. Although it is not my practice to provide an "exhibit list" before trial, I will make 




























